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MINUTES - Approved
Meeting of the Healthcare Improvement Scotland Audit and Risk Committee at
13.00, 29 November 2023 by MS Teams
	Present
	In attendance

	Gill Graham, Committee Chair

(Non-Executive Director)
	Sybil Canavan, Director of Workforce

	Abhishek Agarwal

(Non-Executive Director)
	Lynsey Cleland, Director of Quality Assurance and Regulation

	Keith Charters

(Non-Executive Director)
	Ann Gow, Deputy Chief Executive/Director of Nursing and Systems Improvement

	Judith Kilbee

(Non-Executive Director)
	Angela Moodie, Director of Finance, Planning and Governance

	Robert Tinlin

(Non-Executive Director)
	Clare Morrison, Director of Community Engagement and Redesign

	
	Lynda Nicholson, Head of Corporate Development

	
	Safia Qureshi, Director of Evidence and Digital

	
	Karlin Rodgers, Head of Finance and Procurement

	
	Simon Watson, Director of Medical and Safety

	
	Carole Wilkinson, HIS Chair

	
	Ben Hall, Head of Communications

	
	Paul McCauley, Risk Manager

	
	

	Auditors
	For specific items

	James Lucas, KPMG
	Lindsay Fielding, Strategic Lead (item 4.6)

	Syed Hamood Kalim Shah, KPMG
	Kevin McInneny, Head of Digital Services (item 4.3)

	Ann Marie Machan, Audit Scotland
	Duncan Service, Employee Director/ Non-executive Sustainability Champion (item 4.2)

	
	

	Committee Support
	Apologies

	Ruth Gebbie, Support to HIS Chair/ Governance Officer
	Robbie Pearson, Chief Executive



	1.
	WELCOME AND APOLOGIES FOR ABSENCE

	1.1
	A special welcome was given to board member Judith Kilbee who had recently joined the Committee. Attendees were asked to declare any conflicts of interest. Apologies were noted as above.


	2.
	MINUTES OF PREVIOUS MEETING/ACTION REGISTER

	2.1
	Minute of Audit and Risk Committee meeting on 6 September 2023

	
	Decision: The Committee approved the minute subject to one amendment.
Action: Amendment to be made to minute: the word ‘Scotland’ to be added to the organisation name of Audit Scotland at page 7 item 3.7b).



	2.2
	Review of action point register of Audit and Risk Committee meeting 6 September 2023

	
	The Committee reviewed the action point register and the following was highlighted: -

a) Several areas will be discussed later in the agenda: website; requirement for risks to be updated on the strategic risk register.
b) Financial Performance report: IT costs were below budget year to date. There will be improvements around budgeting and planned spend.
Decision: The Committee gained assurance from the progress with action points.


	3. 
	COMMITTEE GOVERNANCE

	3.1
	Business Planning Schedule

	
	Two additions to the schedule were proposed; procurement annual report and risk appetite should both be considered on a yearly basis.

James Lucas from KPMG highlighted that the internal audit annual plan should be listed for presentation at the March meeting.

Decision: The Committee noted the business planning schedule.
Action: Business planning schedule to be updated for the internal audit item above.


	4.
	CORPORATE GOVERNANCE

	4.1 
	Information Governance Update 

	
	The Director of Evidence provided the Committee with a report detailing staff awareness activities undertaken in October 2023 as part of the international Cyber Security Awareness campaign and the following was highlighted: -

a) There were 192 responses for the informal knowledge check around cyber security and there was a high percentage of accuracy for the staff who took part in the ‘quiz’, providing with some level of assurance. It also offered the opportunity to encourage further uptake of the mandatory cyber security module. The team will report back in December about the impact of the campaign.

b) The team reflected on the campaign, with a number of improvement actions including awareness raising, improving the training we offer and communicating what is there and available for staff to use.

Decision: The Committee gained assurance from the information provided.
Action: Next paper to include how the effectiveness of controls is assessed, the impact of the campaign and details on the process of escalationTop of Form.



	4.2
	Business Resilience & Sustainability  

	
	Duncan Service, as the Non-executive Sustainability Champion, joined the meeting for this item. The following was highlighted:
a) The Resilience and Digital Solutions Lead has become a key contributor to sustainability and climate change work at a national level, this allows HIS to exert a degree of influence at national level.

b) The Active & Sustainable Travel Plan is with the policy subgroup for review and approval.

In response to questions from the Committee:

c) The Resilience and Digital Solutions Lead has been connecting across HIS on how we embed sustainability thinking into our work. HIS has also been asked to lead international work on how we embed sustainability into existing evaluation frameworks.

d) The focus is on meeting targets set by auditors. It was agreed to make our objectives and direction of travel clearer and more visible for future reports.

e) We should focus more on what can make a difference i.e., ‘Near Me’ and ‘Hospital at Home’ and how our extended work is helping us meet out sustainability targets.

Decision: The Committee gained assurance from the information provided.
Action: Next paper to be clearer on objective and what we want to achieve.


	4.3
	IT Infrastructure                                           

	
	Kevin McInneny, Head of Digital Services joined the meeting for this item and highlighted the following:
a) First combined report from the Digital Services Group and Information Governance teams. Formal approval is sought to comply with Network and Information System Regulations (NISR).

b) Strong focus on information security management systems.
c) The Information Governance Group has been reconstituted and is now the Information Governance & Security Group (ICSG). They have recently updated their terms of reference to reflect new responsibilities and to provide a focus on security and information risk management. Monthly updates from the group will be formulated into future quarterly updates to this Committee. The work of the group will assist in clearing the NISR actions.
The discussion that followed focused on the following areas:
d) A budget request for a second server in was made at the start of this financial year and is being integrated into the estate.

e) A high number of broken devices have accumulated after three years of working at home. Work is underway to look at whether these can be disposed of or repaired.

f) The key risk indicator summary and rag status thresholds will be made clearer in subsequent drafts.

g) Cyber Security Centre of Excellence are building capability so that in future we will be able to carry out phishing exercises on demand and in a targeted manner.

h) Page 10 of the report regarding risk indicators, will be reviewed for the next draft and timescales will also be added.

i) The document is written with reference to the NISR audit but a plain English version would be beneficial.
Decision: The Committee gained assurance on the report subject to the additional information requested for future drafts of the NISR Report.
Actions: Include actions on how some of the risks identified will get ‘back to green’; risk section timescales to be populated; Information Security objectives - title on page 10 to be amended to key risk indicator or objective; HIS security implementation plan - key dates on page 5 onwards to be populated / updated; confirmation if Board or Committee approval is required and if Board to be placed on next agenda; Plain English version of the report will be beneficial for management and the organisation.

 

	4.4
	Financial Performance Report 

	
	The financial performance report at 31 October 2023 was presented and highlighted:
a) £500K underspent at end of October, mainly due to lower staff numbers. At year end a £700K underspend is predicted which is out with our 1% tolerance. 

b) Consideration will be given to returning funds to Scottish Government after closure of the November accounts. It will likely be between £500K to £1M on a non-recurring basis.
a) The volume of accruals has increased significantly from March 2023 to date. Some of this is due to delay in raising and receipting purchase orders. Actions are being taken to rectify this including staff training.
b) The NHS Scotland financial position may impact allocation funding next year. There will be a review of programmes and collaboration with other boards to identify synergies.
Decision: The Committee gained assurance of the financial position.


	4.5
	Governance Update: Non-competitive tender log, Register of Gifts & Hospitality, Register of International Travel and Counter Fraud

	
	The following areas were discussed:

a) Non-competitive tender log - one non-competitive tender received during the reporting period and approved.
b) Counter Fraud Services (CFS) have reported that 70% of cases NHS Scotland wide are staff related. During Fraud Awareness Week, resources from the CFS Hub were shared with staff. We are progressing our fraud annual action plan and will follow up with staff training. There are no reported live cases of fraud directly at HIS.
c) CFS survey - analytics are available. The amnesty for staff completing mandatory training is the end of the month and there had been a good response rate.

Decision: The Committee gained assurance of the effectiveness of these internal controls.
Action: Fraud engagement statistics to be shared.


	4.6 
	One Team Update

	
	The Strategic Lead provided the Committee with a One Team update and the following areas were discussed:

a) Grants & Funding - there's an opportunity to diversify our sources of funding. Some areas of the organisation are already doing this. The current process is more opportunistic rather than strategic.

b) One team update- four fixed term posts have been appointed to support People & Workplace, OD&L, the eRostering project and the One Team programme. The spend for the Organisational Development pool is at risk this financial year and expected to be delayed until 2024/2025.

Decision: The Committee approved the recommendations in the Grants and Funding paper.
Action: Process for approval of grants and funding to be considered.


	4.7
	Website Update

	
	The Head of Communications provided an update on the new HIS website:
a) An iterative approach has been adopted, prioritising the platform continuity risk.

b) Service level agreement with NSS is being drafted to ensure clarity of roles and timescales.
c) The new corporate website will offer a better user experience and improves our accessibility compliance rates.
d) Post corporate website, the remaining 12 websites will be reviewed in a sequential manner.
In the discussion that followed, it was noted that all of the websites will be aligned with a common HIS brand. Updates will be provided to each Committee meeting going forward.
Decision: The Committee gained assurance of progress with the website and endorsed the direction of travel.
Action: Business planning schedule to be updated with website updates; project plan to be provided to next Committee meeting.


	4.8
	Property Update

	
	a) Delta House has a lease break in March 2026 and a property option appraisal must be undertaken by March 2024.

b) There is engagement with Scottish Government who will review their property databases for available office capacity in the Glasgow area. Discussions with the current landlord on commercials post March 2026 have also commenced.
c) Key considerations are value for money, the investment already made in the building as well as the sub-let to NSS, the need for a hybrid working space, the flexible working policy, staff satisfaction and sustainability.

d) This item will continue to report to the Committee as it progresses.
Decision: The Committee noted the update.
Action: Options appraisal to include both financial and non-financial aspects.


	4.9
	Integrated Plan 2024-25

	
	The Director of Finance, Planning & Governance provided a paper setting out the

proposed integrated planning process for the forthcoming year. Key points were:
a) Proposals integrate the Annual Delivery Plan, budget and Workforce Plan, although each has a different timescale for submission to Scottish Government.

b) Assumptions at this stage include 2% increase on baseline funding and Scottish Government will fund any pay awards next year.

c) Further information will be provided at the board seminar on 24 January 2024 with the first draft of the budget required by Scottish Government by 29 January 2024. The Committee would consider in February and then retrospective approval at the board meeting on 27 March 2024.

Decision: The Committee endorsed the direction of travel.

	4.10
	Code of Corporate Governance- Standard Financial Instructions

	
	The Head of Finance & Procurement presented the proposed amendments to the standing financial instructions (SFIs).

Decision: The Committee endorsed the SFIs for onward recommendation to the Board.
Action: The paper to be presented to the next Board meeting on 6 December for approval.


	5.
	INTERNAL AUDIT 

	5.1
	Internal Audit Reports: Recruitment, Cyber Security, Internal Audit Actions Progress Report

	
	James Lucas from KMPG presented two internal audit reports; Cyber Security and Recruitment Process, alongside the internal audit progress report. Key points were;

a) Cyber Security - focused on 13 black and red NISR audit actions. The report concluded on partial assurance, with recommendations under the theme of organisational governance and risk management. The Committee questioned the prescribed nature of the recommendations and how the effectiveness of roles would be determined. They also questioned likelihood of achieving the 60% NISR target by January, but it was explained there is comfort at this stage the target would be met. The Committee acknowledged this would be a ‘step by step’ approach towards achieving higher compliance, based on risk and what was achievable in the recruitment market.

b) Recruitment Process – circulated in advance of the Committee. The report concluded on significant assurance, with minor improvement recommendations under the theme of process, documentation and segregation of duties.
Decision: The Committee accepted the two internal audit reports and noted the update.
Action: Cyber Security internal audit report action 2.2 owner should be Director of Evidence & Digital rather than Risk Manager.


	6.
	RISK MANAGEMENT UPDATE

	6.1
	Strategic & Operational Plan Risk Registers

	
	a) The website risk has been added to the register and is slightly out of appetite. The service change risk is significantly out of appetite and tolerance level but it is anticipated that this risk will show some reduction by December.

b) Cyber security risk 1255 will now be closed as it’s covered by risk 1292 Website and Database development.
Decision: The Committee gained assurance of the effective management of the risks presented subject to the actions below.
Action: Risk 1292 to be updated; on the operational risk register, inherent scores to be corrected and risk commentary to be updated.


	7.
	STANDING BUSINESS

	7.1
	The Chair listed the key points as: Website update; NISR update; finance underspend.

	8.
	ANY OTHER BUSINESS

	8.1
	The Chair asked for reflections on the meeting and these covered that appropriate items were on the agenda, good discussions were held and time keeping was effective.


Approved by: 



Gill Graham, Committee Chair

Date:





7 March 2024
Teams meeting recording deleted: 
7 March 2024
Next meeting:



7 March 2024 10am
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